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certified LUCOM devices to be used with Bondix S.A.NE

ADVANTECH K rELTONIKA

SmartMotion RUT 950 / RUT 955
SmartFlex RUT X seri
ICR-3231 SENes

Other platforms upon Request

All devices are compatible with

02.05.2022 Daniel Distler www.lucom.de 2 weiiien of [Bh aveast M




First steps on a Teltonika router

a RUTX12 Router was used for this example

First start of your Setting up your Optimal settings Installing the user Setting up your
router router for Bondix module Bondix Bondix S.A.NE
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First steps on a Teltonika router

Front view

Mobile network type LEDs

Back view
Mobile signal strength indication LEDs
Q

Mobile AUX antenna

GPS antenna Mobile MAIN antenna
connector for SIM2

connector  connector for SIM1
Q

Mobile MAIN antennac--
connector for SIM2

_____. e ‘ ‘ . .———-- --© Mobile AUX antenna
MAIN

Aux GPS.

NAIN AU connector for SIM1
Groundingo-|---—-@&) = A N S Sttt o USB port
e e o = o UsB po
wJu @ © = w7 we ar @)
' : | E ! ;
6 0 o & &
Power LED  Reset WiFi band LEDs LAN Ethernet WAN Ethernet port
button ports

WiFi antenna Bluetooth antenna connector
connectors

It is necessary to connect all components before putting the router into
operation. So don’'t forget to connect your SIM cards, antennas and other
cable.

Setting up your
router

Optimal settings Installing the user Setting up your
for Bondix module Bondix Bondix S.A.NE
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First steps on a Teltonika router

router.

2. Push the SIM holder button with the SIM needle.
3. Pull out the SIM holder.

© . o bassllig TUUs80g 4. Insert your SIM card into the SIM holder.

5. Slide the SIM holder back into the router.

\ 1. Pull out the SIM needle from the front panel of the

It is necessary to insert an activated SIM card
with an unblocked PIN code

The supported type of SIM cards are Mini SIMs
with the dimensions of 25.0 x 15.0 x 0.76 mm
Different types of sim cards need to use a mini-
SIM adapter

Setting up your Optimal settings Installing the user Setting up your
router for Bondix module Bondix Bondix S.A.NE
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Setting up your router

You need the web interface for the router to configure Bondix S.A.NE. It has
to be opened via Web Browser. The default IP address is 192.168.1.1.

4% Teltonika-RUTK12.com - Admi % +

&« [ Q. 192.168.1.1

reLTomiKa | Networks To obtain the access to your router
AUTHORIZATION REQUIRED |E""::na e ‘ you have to type In the username

pes (i »=admin“ and the password which is
- " " ,admin1*

Optimal settings Installing the user Setting up your
for Bondix module Bondix Bondix S.A.NE
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Setting up your router

< TELTONIKA | Networks

~ GENERAL SETTINGS

MODE USER FW VERSION
ADVANCED ~ ADMIN  RUTX_R_00.02.061 LOGOUT &

SYSTEM
ADMINISTRATION Current system time  Thu Apr 7 10:05:11 2022 1.
FIRMWARE | rimezone | sotce e cone v] 2.
! BACKUP
o PROFILES ~ WEBUI MODE SETTINGS
USERS
CUSTOM SCRIPTS oo 1.
SETUP WIZARD
| STEP1 - GENERAL
STEP2 - LAN 4.
e
STEP 5 - RMS
REBOOT
1. Select your time zone
@ The setup wizard will start automatically 2. Sync the current system time with your browser
3. Change the mode to advanced
4. Click on next

First start of your
router

Installing the user
module Bondix

Optimal settings
for Bondix

Setting up your
Bondix S.A.NE
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Setting up your router

T
S TELTONIKA | Networks BASIC ADMIN  RUTXR 00.02061 LOGOUT O

SYSTEM ~ LAN CONFIGURATION

1P address | 19216811 )

ADMINISTRATION
i FIRMWARE Netmask |: 2552552550 \
e BACKUP
PROFILES ~ DHCP CONFIGURATION
CUSTOM SCRIPTS
SETUP WIZARD
STEP 1 - GENERAL
| step2- 1N
STEP 3- MOBILE
STEP 4- WIFI

STEP 5- RMS.

1 REBOOT

< BACK SKIP WIZARD NEXT
L=

Enable DHCP and click next

First start of your Optimal settings Installing the user Setting up your
router for Bondix module Bondix Bondix S.A.NE
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Setting up your router

G TELTONIKA | Networks

~ MOBILE CONFIGURATION | MOB1S1AT

MODE  USER FW VERSION
BASIC ADMIN RUTX_R_00.02.06.1 LOGOUT >

SYSTEM

ADMINISTRATION suosen @ |1

FIRMWARE Connection is or will be established without using APN

BACKUP

| 3

MNETWORK PRUHLES I PIN L

CUSTOM SCRIPTS

SETUP WIZARD

STEP 1 - GENERAL
STEP 2 LAN
| STEP 3- MOBILE
STEP 4 - WIFI
STFP5.-RMS

. REBOOT

SERVICES

1. Enable the Auto APN
2. Insert your PIN if necessary
3. Go to next

First start of your Optimal settings

. [

Installing the user Setting up your
module Bondix Bondix S.A.NE

router for Bondix
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Setting up your router

MODE  USER FW VERSION
@{:EELTDNIKA I Networks BASIC ADMIN RUTXR_00.02.061 LOGOUT G+

~ WIFI 2.4 GHZ
SYSTEM
ADMINISTRATION Enable
:1:. 1Ll EsSID | RuTEaz 26
i BACKUP \
NETWORK PRUHLES N |, -------- .
CUSTOM SCRIPTS
SETUP WIZARD ~ WIFI5 GHZ
sz STEP 1 - GENERAL
STEP2 - LAN .
STEP 3 - MOBILE enable @
| STEP4-WIR
STEP 5 - RMS ESSID | RUT 24356
— REBOOT password | essseses [
I

On ,step 4 you can change your Routers WIFI name as well as the password for both frequencies

First start of your Optimal settings Installing the user Setting up your
router for Bondix module Bondix Bondix S.A.NE

02.05.2022 Daniel Distler www.lucom.de 10 vewser of () exceer



Setting up your router

MODE  USER  FWVERSION
rELTONIKA | Networks BASC ADMN  RUTR 0002061 LOGOUT >

SYSTEM ~ RMS SETTINGS
Connection type | Ensbles )
ADMINISTRATION - :
FIRMWARE Hostname | rmssstoniks-networks.com )
BACKUP - .
PROFILES port | _1au0s J
CUSTOM SCRIPTS STATUS
~
SETUP WIZARD
STEP 1 - GENERAL
STEP2- LAN Management status Enabled
STEP 3 - MOBILE
| STEP4 - WIF Connection state Fallure (Error: Device is not registered in RMS. Please login to rms.teftonika.lt and add this device to your account device list.)
STEP 5- RMS
REBOOT Serial number 111571012
LAN MAC 00:1E:42:3CE440
Next Connection After 00:01:59

((memesH s ) cowneer )

< BACK SKIP WIZARD SAVE & APPLY

Click ,SAVE & APPLY*

First start of your Optimal settings Installing the user Setting up your
router for Bondix module Bondix Bondix S.A.NE
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Optimal settings for Bondix S.A.NE

MODE USER FW VERSION
«{TELTON”(A I Networks ADVANCED ~ ADMIN | RUTX R 00.02.06.1§ LoGouT C»

Check the
Firmware Version
SYSTEM CURRENT FIRMWARE INFORMATION FIRMWARE AVAILABLE ON SERVER of your r outer
- Firmware version RUTX_R_00.02.06.1  Firmware version Checking...
ADMINIS]’RA‘"UN Firmware build date 2021-02-11 15:38:18 Medem firmware version Checking... I t h aS to b e
FIRMWARE Primary modem firmware version EGOGELAROAAGAMAG
| UPDATE FIRMWARE secondary modem firmware version EGO6ELAROAAGAMAG R U TX— R—OO ' 02 ) 0 6
FOTA CONFIGURATION ol vereion a14.195 1
BACKUP ’
PROFILES - If thats not the
USERS ~ FLASH NEW FIRMWARE IMAGE
CUSTOM SCRIPTS case please
SETUP WIZARD Update from [ Fie )
wom  REBOOT downgrade your

image (BROWSE | Nofile selected

Keep settings _.
off on

Firmware via this
link

Flash selected image

First start of your Setting up your Installing the user Setting up your
router router module Bondix Bondix S.A.NE
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https://wiki.teltonika-networks.com/wikibase/images/6/62/RUTX_R_00.02.06.1_WEBUI.bin

Optimal settings for Bondix S.A.NE

MODE USER FW VERSION
«{TELTON”(A I Networks ADVANCED ~ ADMIN | RUTX R 00.02.06.1§ LoGouT C»

You can find the

SYSTEM CURRENT FIRMWARE INFORMATION FIRMWARE AVAILABLE ON SERVER InStaI Ied Flrmware

Firmware version RUTX_R_00.02.06.1 Firmware version Checking... i n yo u r Wi n d OWS
ADMINISTRATIUN Firmware build date 2021-02-11 15:38:18 Medem firmware version Checking... EXp I O re r
b FI RMWARE Primary modem firmware version EGO6ELARD4AD4MAG .
NETWORK | UPDATE FIRMWARE secondary modem firmware version EGOGELARD4ADAMAG U p | 0 ad It O n
FOTA CONFIGURATION el vereion raros . “
BACKUP " Firmware“ >
s PROFILES ;
USRS ~ FLASH NEW FIRMWARE IMAGE » U pd ate Firmware”
CUSTOM SCRIPTS
SETUP WIZARD Update from [ Fie v and downg rade the
s REBOOT ' ;
firmware to the
SR— required version
et et g (RUTX_R_00.02.06.
1) via the selected
image

First start of your Setting up your Installing the user Setting up your

router router module Bondix Bondix S.A.NE
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Optimal settings for Bondix S.A.NE

MODE USER  FW VERSION

TELTONIKA | Networks ADVANGED ADMIN  RUTX R_00.02.06.1 LOGOUT G

NH-WORK ~ DNS CONFIGURATION
MOBILE ms:::‘lms:;ﬁlfs Domain required jm
?Jﬁﬁfﬁﬁsumm HDVRICED SETTINGS Local server | nans )
o ' Make sure that you
Z%%E,f,f g $ have configured DNS
ey T forwarding to 8.8.8.8
s @ and 9.9.9.9to
Alow localhost ag recelve DNS through
o ) the tunnel

Local Servicz Only (@)
ot on

Non-wildeard @
e

Listen Interfaces | )

Exclude interfaces | V)

SAVE & APPLY

First start of your Setting up your Installing the user Setting up your
router router module Bondix Bondix S.A.NE
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Optimal settings for Bondix S.A.NE

MODE USER  FW VERSION

TELTONIKA | Networks
ADVANGED ~ ADMIN  RUTX R 00.02.06.1 LOGOUT [

NETWORK ~ FAILOVER / LOAD BALANCING INTERFACES
i Failover v:

MOBILE

INTERFACES NAME TYPE INTERVAL STATUS

BONDIX BONDING p—

NS wan Wired 3 - .:Tm

WIRELESS .

VLAN mobis1al Mobile 3 - '."_.‘
N [AGVR -

FIREWALL mob2stat Mobile 3 - h

ROUTING

SAVE & APPLY

Please ensure that no Teltonika load-balancing-functionality is active on the router since this will have a
massive impact on the performace

First start of your Setting up your Installing the user Setting up your
router router module Bondix Bondix S.A.NE
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Installing the user module Bondix S.A.NE

1. Install the proper version of Bondix, you can
find it here or on our website:

DAL
LUcom LICHTGITTER  SICHERHEITSTECHNIK a a2 w8

ROUTER ZUBEHOR SOFTWARE

Industrierouter Antennen

Firmware Kabel

User Module Sensoren

Schnellstart Signalscanner

Anwendungen Spannungsversorgung
Schutzgehause FlowChief
Weiteres Zubehor

First start of your Setting up your Optimal settings Setting up your
router router for Bondix Bondix S.A.NE
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https://releases.bondix.dev/files/saneclient-armv7-202204071719-3d3a8436.ipk
https://www.lucom.de/bondix-s-a-n-e-informationen.html

Installing the user module Bondix S.A.NE

STATUS

OVERVIEW

SYSTEM
NETWORK
ROUTES

1. sevices

Hotspot
Hotspot 2.0
MODBUS

M Data to Server

Web Filter
Speed Test
Dynamic DNS
QoS

Events Reporting
Traffic Logging
MQTT

VRRP

SNMP

cu

Wake on LAN
UPNP

First start of your

router

02.05.2022

rELTONIKA | Networks

SYSTEM B 1L,00% CPU load

ROUTER UPTIME
2h 6m 595

LOCAL DEVICE TIME

2022-04-06, 13:38:00

MEMORY USAGE

RAM: 81.33%  FLASH: 6.26%
——

FIRMWARE VERSION

RUTX_R_00.02.06.1

WIRELESS (5 GHZ) oNT
ssiD @

RUT_E443_5G

MODE

A

CGHANNEL

36 CH (5.180 GHz)

CLIENTS
o

RECENT SYSTEM EVENTS

2022-04-0611:29:10
Reboot: Request after FW upgrade

Reboot: Request after FW upgrade

Setting up your
router

Open the package manager under ,settings® ->
,package manager”

for Bondix
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Installing the user module Bondix S.A.NE

“obe’ A wamATLA | nUATUING

ADVAN(

gf  SERVICES ~ O PRekAst z 1. Click on ,Upload“ and

oal acl = Mo file selecred [
CLOUD SOLUTIONS i ,Browse

BLUETOOTH action [ INSTALL PACKAGE . .
NETWORK LT InTE *Packages can only be uploaded for specified router and firmware version has to be in package's firmware 2 - YO u r WI n d OWS EXp I O re r WI I I

USB T00LS

AUTTIRERNIT @ Datei hochladen X O pe n
NTP . .
2w € 0t ot o © o esseee 3 Select the saneclient which

Organisieren euer Ordner - @
w o we downloaded before
HOTSPOT 2.0 5 DisserpC e [
MODBUS ;:’ 30-Objekte | L] sanecient-armv7-202203241139-f348d4ckipk 06.04.2022 14:14 PK-Datei 3699 ki) 4 ) CI IC k ono pe n
DATA TO SERVER = Bider 3.
WEB FILTER I Deskiop
SPEED TEST Dokumente
DYNAMIC DNS 4 Downloads
Qos B Musik
EVENTS REPORTING 18 Videos
TRAFFIC LOGGING £ Windows (C:)
MatT

= nas-serv-h (1119

VRRP
SHMP
el

WAKE ON LAN AR

= nas-hw-n (1192,
= nas-hw-o (11192

v

Dateiname: | saneclient-army7-202203241133-1342d4cd.ipk Vl |"\“E Dateien (%) V|

PACKAGE MANAGER 4,
PACKAGES
| uPLOAD 1.
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Installing the user module Bondix S.A.NE

TELTONIKA | Networks

After the saneclient is

installed
NETWURK ~ BONDIX S.A.NE BONDING GO tO ”Network“
MOBILE ﬂﬁ;ﬂm cravie @ ,,BOﬂdiX Bonding“ IS now
TS S 3 added to the list and you are
| e sever (mmmms ) able to configurate it
DNS Tunnel \_ demaOeEs |
m::“zss Password | sesssses =
FAILOVER Backup Server \'_ |
FIREWALL
ROUTING Tunnel Preset | enaing )
~ WAN INTERFACES
wan | Optimizefor Speed v
wan Priority \ Default Priaricy v]
wané | Donoruse )
wan6 Priority | Defaut riaricy )
mobis1al \ Optimize for Speed v]
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Setting up your Bondix S.A.NE

NETWORK ~ BONDIESANE BONDIG
e o e @ You will receive the
mN Confguration Type |M 2) Tunnelname and
- 1, Password in the
s o o e ' testing phase from
e : us.
~ AN INTERFACES 1. Insert
N S Tunnelname and
venerty (oemsmey D Password
e - 2. Click on ,Save
et (s 3 & Apply*
R : 3. Restart the
ettt ity | e 9 Service as shown

UPDATE INTERFAGE CONFIGURATION

2.
First start of your Setting up your Optimal settings Installing the user

router router for Bondix module Bondix
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Setting up your Bondix S.A.NE

MODE  USER  FWVERSION

G TELTONIKA | Networks BASIC ADMIN RUTYR_00.02.061 LOGOUT >

~ BONDIX S.ANE BONDING

GENERAL SETTINGS °

e ADVANGED SETTINGS Enable
WAN . 5
LAN Configuration Type |~ Manual “ J
BONDIX BONDING Server [ zssszise )
| sermes ) )
SINES Tunnel | demodess |

VIRELESS Password | ssssasss | @
FIREWALL -
IEa:kup Server | ]
Tunnel Preset |’ Bonding - ~|
RESTART SERVICE

~ WAN INTERFACES
After the service has been restarted you can add an optional backup server
0 It is important to do it afterwards

First start of your Setting up your Optimal settings Installing the user
router router for Bondix module Bondix
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Setting up your Bondix S.A.NE

S TELTONIKA | Networks 1. Open the advanced

settings in Bondix
2. Activate the Bondix

~ BONDIX S.ANE BONDING
NETWORK GENERAL SETTINGS: . \ P rOXy
o 1. — e = 3. Activate the Debug
L |proeserensio 8 Webinterface
o TG Vertysener crtiate. 4. Insert the Debug
wj:;[“;s Maximum pocket sze [ 129 ) Listener IP
FIREWALL 3, | Erabie debugwebintertace @ (192_168.1_1 by
re—r—— ] default) and the Port
4 Debug isener Pt 208 ) (8088) assign a new
Cetugwetimrtacepaserd (oo )© Passwort (for example
AN INTERFACES 1234567) in ,debug
webinterface

password®

First start of your Setting up your Optimal settings Installing the user
router router for Bondix module Bondix
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Setting up your Bondix S.A.NE

GENERAL SETTINGS

m:ll[ AOVANGED SETTNGS Hashing algorithm \ Disabled V:

o Enable Bonding Proxy o? Scroll dOWn Until yOU find

BONDIX BONDING — ©

E . the button ,Save & Apply
PR . ' and click on it

Enable debug webinterface

ooooo

Debug Listener [P ‘:wzlsx,u \
Debug Listener Port [mm \
Debug webinterface password \ ....... ]@
~ WAN INTERFACES

wan | Opimizs for Spesd )
wan Priority \ Defautt Priority v:\
wan6 | ponotuse ~)
Wan6 Priority ‘:Defau\tPnrmty v]
mobisial \ Optimize for Speed ‘,:‘
mobisiat Priority \ Defauit Priority v:‘
mob2stal | Opsice o Soees v)
mob2s1at Priority \ Defaute Priority \,]

UPDATE INTERFACE CONFIGURATION

SAVE & APPLY

First start of your Setting up your Optimal settings Installing the user
router router for Bondix module Bondix
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Setting up your Bondix S.A.NE

TELTONIKA | Networks

~ BONDIX S.ANE BONDING

1. [ | .
MOBILE ADVANCED SETTINGS Fnable
WAN ) )
LAN Configuration Type |‘ Manual VJ
BONDIX BONDING server | osszsais )
| SETNGS ) )
STATUS Tunnel | demoosss |
WIRELESS Password |’ ........ 1 @
FIREWALL - :
Backup Server | |
Tunnel Preset | Bonding v:‘
2. | RESTART SERVICE

~ WAN INTERFACES

wan | optimize for Spees ~)

wan Priority | Default Priority v

First start of your Setting up your

Optimal settings

Go back to the general
settings

Restart the service as
a whole

Installing the user
module Bondix

router router for Bondix
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Setting up your Bondix S.A.NE

_ _ _ Now you are able to open the Debug Webinterface
4% Teltonika-RUTX12.com - Setting X SANE Monitor ® -+ . A
by opening the IP-Adresse and adding the Port to

&« C @ O 8 192.168.1.1:8088 it
In our case it is 192.168.1.1:8088

Insert the Tunnelname and
type in your pre-assigned
passwort for the debug
webinterface

Daten absenden

Connection was terminated

Optimal settings Installing the user
for Bondix module Bondix
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Setting up your Bondix S.A.NE

~ BONDIX S.ANE BONDING
NETWORK v find th
T o \ ou can find the
MOBILE Hashing algorithm | Disabled v] d e b u g
WAN . :
AN Enable Bonding Proxy or'_: we b | nte rface
|BSDEI:I[E|I3)S( BONDING ety srvercrtcate. @) password under
STATUS : ,advanced
Maximum Packet Size | 1400 . «
WIRELESS . settings
FIREWALL Enable debug webinterface (®
|—1 Debug Listener IP | 192.168.1.1 |
st Debug Listener Port | 208 |
Debug webinterface password | 1234567 &

First start of your Setting up your Optimal settings Installing the user
router router for Bondix module Bondix
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Setting up your Bondix S.A.NE

Click on ,Daten
absenden”

password

Daten absenden

Setting up your Optimal settings Installing the user
router for Bondix module Bondix
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Setting up your Bondix S.A.NE

59X Tunnel Settings Monitor

RefreshiDiscard

Max Concurrent Channels 0 Global wanl/eth1 mob2siat/gmimux0 mob1isfatigmimux8

T T ——— mam e , Crmeees == . Now we gained access

m— to the Debug

— N ' : H : Webinterface where
we can monitor every

connected interface

Restart Tunnel
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